Creo Skills Ltd

Data Protection Policy

Creo Skills is committed to keeping your personal and educational information safe. To
achieve this, we take great care to tell you what information we capture, why we capture it,
how it is stored and how long we keep it. We comply with both the Data Protection Act
2018 and the European Union General Data Protection Regulation 2016, which was
enforced on 25 May 2018.

Six Principles of the Data Protection Act 2018

e processing must be lawful, transparent and fair;

e purposes of processing must be specified, explicit and legitimate;

e personal data must be adequate, relevant and not excessive;

e personal data must be accurate and kept up to date;

e personal data must be kept for no longer than is necessary; and

e personal data must be processed in a secure manner.

Creo Skills holds learner enrolment and achievement data for the purposes of administering,
verifying and awarding credits and qualifications.

We only collect personal information that you give us when you enrol/submit work to us for
assessment, internal quality assurance and registering with an awarding body. The named
Centre Manager is responsible for uploading learners details, via secure file transfer, up to
the Agored Cymru and CMI hubs, in consultation with the relevant assessor/IQA.

THE INFORMATION WE COLLECT AND STORE

Data Purposes

First and surname and e Draw down ULN from the Learner Records Service

Date of Birth e Register with the Awarding Body via secure file transfer
e Stored in database which is password protected.

Address and postcode e Draw down ULN from the Learner Records Service

e Register with the Awarding Body via secure file transfer

e Address to send you materials and certificates, and so
that we can verify your identity for assessment
purposes.




Stored in database which is password protected.

ULN/ Creo Skills ID

Register with the Awarding Body via secure file transfer
Creo Skills ID generated by and stored in database which
is password protected.

See Appendix One for Privacy Statement from the
Learner Records Service.

Phone number and E
mail address

Stored in database which is password protected.
Register with the Awarding Body via secure file transfer
So that we can contact you if we need to regarding your
learning.

The Awarding Body retains the right to contact you
about your learning.

Employer/Job Role

Register with the Awarding Body via secure file transfer
if required by them.

Specific identification
numbers like a
passport or driving
licence and other
identifiers like a
personal learning
number

In the unlikely event that we request this information
from you it is so that we act in accordance with the
regulations for qualifications and in keeping with best
practice in verifying learner identity.

Details of your
assignments and
achievements with us.

So that we can ensure that your results are fair and
accurate. We also have to keep these records in case
there are any complaints or verifications and to meet
Awarding Body requirements. -See Creo Skills Limited
Retention of Assessment Materials policy.

We will usually keep samples of learners work for
internal and external quality assurance purposes but
would not usually keep any learners work for more than
3 years.

In addition, see Awarding Bodies (Agored Cymru and
CMI) Retention of Evidence policies on their websites:
Policies (agored.cymru) and AB POL 0010 Jul18 VO3 CMI
Retention of Records Policy v3.doc.docx
(managers.org.uk)

Details of any
correspondence
between you and Creo
Skills.

This becomes part of your record with us and will be
kept in accordance with relevant policies.



https://www.agored.cymru/About-Us/Policies
https://www.managers.org.uk/wp-content/uploads/2021/06/AB-POL-0010-Jul18-V03-CMI-Retention-of-Records-Policy-doc.docx.pdf
https://www.managers.org.uk/wp-content/uploads/2021/06/AB-POL-0010-Jul18-V03-CMI-Retention-of-Records-Policy-doc.docx.pdf
https://www.managers.org.uk/wp-content/uploads/2021/06/AB-POL-0010-Jul18-V03-CMI-Retention-of-Records-Policy-doc.docx.pdf

KEEPING EMAIL SAFE

o We always consider whether the content of the email should be encrypted or
password protected.

e Where possible we verify email addresses

e We do not share your email address with other learners or third parties unless you
give us consent to.

e We always check e mail addresses and content before sending an email.

FOR OTHER SECURITY WE:

e Shred all our confidential paper waste. Small amounts are shredded within the
office. Large amounts are outsourced to a shredding company.

e Check the physical security of our premises.

e Keep all personal data locked securely when not being used.

e Ensure all doors are locked and windows shut when leaving the premises.

e Do notreuse excel spreadsheets which have contained personal data.

e Allow plenty of time to undertake work that involves personal data.

e Check all envelopes before sending letters/certificates to ensure they only contain
what they should.

COMPLIANCE

We comply with:

e The Data Protection Act 2018

e The European Union General Data Protection Regulation 2016
e The European Convention of Human Rights

e The UK Human Rights Act 2000

e PECR Regulations

e Inspire Regulations

e Freedom of Information Act 2000

e Access to Information Regulations

For information on these regulations and for information in how to understand your
information rights visit the Information Commissioner’s Office:

http://www.ico.gov.uk/

Creo Skills Ltd is registered with the ICO.


http://www.ico.gov.uk/

KEEPING ELECTRONIC RECORDS SAFE
For computer security we:

e Install a firewall and virus-checking our computers.

e Make sure that our operating systems are set up to receive automatic updates.

e Protect our computers by downloading the latest patches or security updates, which
should cover vulnerabilities.

e Only allow our staff access to the information they need to do their job and don’t let
them share passwords.

e Protect personal information held electronically that would cause damage or distress
if it were lost or stolen.

o Take regular back-ups of the information on our computer system and keep itin a
secure separate place and password protected.

e Securely remove all personal information before disposing of old computers.

¢ Have anti-spyware tools in place. Spyware is the generic name given to programmes
that are designed to secretly monitor activities on computers.

¢ Have achieved Cyber Security certification.

Procedures for data breaches

1. Report data breaches to the Chief Operating Officer at the earliest opportunity.

Complete required paperwork within 24 hours.

3. The Chief Operating Officer will investigate and decide a course of action according
to ICO regulations. https://ico.org.uk/for-organisations/report-a-breach/

4. Review breach and identify and implement any action points.

g

PUTTING LEARNERS FIRST

We review our data protection, confidentiality and security practices continually and update
our policies accordingly. We encourage learners to contact us with any concerns and we
pride ourselves in learning from feedback on any mistakes we make. Through our Privacy
Notices we make clear to learners that we will only pass personal information onto the
Awarding Body and no one else. We also advise learners that they can contact us to remove
their personal data from our systems once they have completed their learning with us and
in line with regulatory requirements. We do not use personal data for marketing purposes.

SUBJECT ACCESS REQUESTS

The Data Protection Act gives you the right to apply for a copy of personal information held
about you. This is called a subject access request, (SAR). You can, if you wish, appoint
someone to apply for you, for example a member of your family.

To make a SAR please put your request in writing and email to enquiries@creo-skills.co.uk .
Please provide your name, your organisation, the course you attended and the date (s) of
the training.

The fee for providing this information is £10.


https://ico.org.uk/for-organisations/report-a-breach/
mailto:enquiries@creo-skills.co.uk

We will:

Acknowledge receipt of your request within 10 working days.

Provide the information you seek within 40 days of payment of the fee or receipt of the
required information, whichever is later.

How to recognise a subject access request.

e We will follow guidance provided by the ICO.
Other people’s information contained in the proposed request.

If other people’s information is contained in the proposed request, we will follow the
guidance issued by the ICO using the following link:

https://ico.org.uk/media/for-organisations/documents/how-to-disclose-information-safely-
removing-personal-data-from-information-requests-and-datasets/2013958/how-to-
disclose-information-safely.pdf

CONTACT

If you wish to discuss any data protection, information security or data access matter, or to
let us know of any changes in your personal details, please email us at: enquiries@creo-
skills.co.uk

This policy is available in the Learner Zone on the Creo Skills website.
USEFUL LINKS

A new Data Protection Act 2018 was introduced in May 2018 and information on this can be
found through this link.
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment

data/file/711162/2018-05-23 Factsheet 1 - Act overview.pdf

Awarding Body Privacy Policies: We are an awarding centre for the CMI and Agored Cymru
and the links below enable you to access their policies.

For the CMI Privacy Policy please follow the link:
https://www.managers.org.uk/policies/privacy-policy

For the Agored Cymru Privacy Policy please follow the link or see appendix two:

http://www.agored.cymru/Learners/Privacy-Statement

Appendix One: The Learner Records Service

The following statement has been provided by the Learner Records Service (May 2018) and
can be found at: https://www.gov.uk/government/publications/Irs-privacy-notices/Irs-
privacy-notice#privacy-notice-guidance-for-training-and-learning-providers



https://ico.org.uk/media/for-organisations/documents/how-to-disclose-information-safely-removing-personal-data-from-information-requests-and-datasets/2013958/how-to-disclose-information-safely.pdf
https://ico.org.uk/media/for-organisations/documents/how-to-disclose-information-safely-removing-personal-data-from-information-requests-and-datasets/2013958/how-to-disclose-information-safely.pdf
https://ico.org.uk/media/for-organisations/documents/how-to-disclose-information-safely-removing-personal-data-from-information-requests-and-datasets/2013958/how-to-disclose-information-safely.pdf
mailto:enquiries@creo-skills.co.uk
mailto:enquiries@creo-skills.co.uk
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/711162/2018-05-23_Factsheet_1_-_Act_overview.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/711162/2018-05-23_Factsheet_1_-_Act_overview.pdf
https://www.managers.org.uk/policies/privacy-policy
http://www.agored.cymru/Learners/Privacy-Statement
https://www.gov.uk/government/publications/lrs-privacy-notices/lrs-privacy-notice#privacy-notice-guidance-for-training-and-learning-providers
https://www.gov.uk/government/publications/lrs-privacy-notices/lrs-privacy-notice#privacy-notice-guidance-for-training-and-learning-providers

Privacy notice for pupils, students, learners and trainees

1. Tier 1 privacy notice text

The information you supply is used by the Education and Skills Funding Agency, an executive agency
of the Department for Education (DfE), to issue you with a Unique Learner Number (ULN) and to
create your Personal Learning Record, as part of the functions of the DfE. For more information about
how your information is processed, and to access your Personal Learning Record, please refer to:
https://www.gov.uk/qovernment/publications/Irs-privacy-notices

2. Tier 2 privacy notice text

The Education and Skills Funding Agency (ESFA) is an executive agency of the Department for
Education (DfE). This privacy notice explains how we use your personal information. For the purposes
of relevant data protection legislation, the DfE is the data controller for personal information
processed.

How we use your personal information

The Learning Records Service (LRS) is operated by the ESFA. The LRS collects information about
learners registering for relevant post-14 qualifications, for example:

e GCSEs and A-Levels

e Entry to Employment Certificates
e Regulated Qualifications Frameworks

e Welsh Baccalaureate and associated units
The LRS uses your information to:

e issue you with a Unique Learner Number (ULN)

e create your Personal Learning Record (PLR)

The ULN enables education and training sector organisations, and Awarding Organisations regulated
by Ofqual in England, Qualifications in Wales (QiW) in Wales and CCEA in Northern Ireland, to share
information about participation and achievement in a consistent and approved manner, promoting
good information management practice, and helping to improve accuracy and efficiency. It benefits
you through enhancing the application processes to Awarding Organisations, learning providers,
learning advisors and other third parties.

The PLR stores your education and training participation and achievement information collected
directly from educational institutions and other bodies.

How we collect your personal information
The ESFA collects information from:

e DfE, schools and training / learning providers

e information provided by you when enrolling with the training/learning provider
e quadlification/unit data held by Ofqual and Qualifications in Wales (QiW)

e participation and achievement data held by the Welsh Government

e accredited achievement data supplied by awarding organisations


https://www.gov.uk/government/publications/lrs-privacy-notices

How we share your personal information

All organisations that have control of personal data about you and that we store in the LRS are
required to register with the Information Commissioner’s Office and to handle your information in
accordance with the latest data protection legislation.

The LRS is accessible by organisations under agreement with the DfE. Your personal information is
only accessed through the LRS by organisations linked to your education and training, including those
organisations specified in Regulations made under section 537A of the Education Act.

Awarding organisations are able to access limited achievement data that we hold about you, in order
to verify its accuracy.

How long we will keep your personal information

We will only keep your personal information for as long as we need it after which it will be securely
destroyed. Your personal information stored in the Personal Learning Record is retained for 66 years.
We may need to keep your other personal information where held indefinitely for research and
statistical purposes.

Your data protection rights
You have the right:

e to ask us for access to information about you that we hold
e to have your personal data rectified, if it is inaccurate or incomplete

e torequest the deletion or removal of personal data where there is no compelling reason for its
continued processing

e torestrict our processing of your personal data (i.e. permitting its storage but no further
processing)

e to object to direct marketing (including profiling) and processing for the purposes of
scientific/historical research and statistics

e not to be subject to decisions based purely on automated processing where it produces a legal or
similarly significant effect on you

If you need to contact us regarding any of the above, please do so via the DfE site.

Contacting us about your information
If you would like:

e more information about how we process your personal information or your data protection rights

e to make a request about your information — for example to request a copy of your information or
to ask for your information to be changed

Please follow the guidance on the how to access your personal learning record.
If you wish to complain about our handling of your information or contact our Data Protection
Officer, you can use our secure online contact form or write to:



https://www.gov.uk/contact-dfe
https://www.gov.uk/guidance/how-to-access-your-personal-learning-record
https://www.education.gov.uk/contactus/efa

Ministerial and Public Communications Division

Department for Education

Piccadilly Gate

Store Street

Manchester

M12WD

Appendix Two: Agored Cymru Learner Privacy Statement

What personal data does Agored Cymru collect about you?

The minimum we need to collect in order to process your achievements and produce
your certificates is:

Name

Post code

Date of Birth

Unique Learner Number (ULN) (for Qualifications Wales regulated units and qualifications)
We also collect the following additional data, where available:

e Gender
e Ability status
e Ethnicity

e  Email address

What does Agored Cymru do with your personal data?

The minimum data is used to identify you within our internal systems to ensure that you are
accurately awarded all of the units and qualifications you have achieved through Agored Cymru and
that you receive unique and valid certificates.

If a ULN is supplied it is verified by sending it, along with your name and date of birth, to the Learning
Records Service. If you achieve a unit or qualification requlated by Qualifications Wales the same
data will be used to notify the Learning Records Service of that achievement, contributing to your
Personal Learning Record (PLR).

The minimum data along with gender and ability status are included in returns to Welsh Government
and to the UK Department for Education for all learners registered on or awarded a Qualifications
Wales regulated qualification.

If you are registered on an Access to HE Diploma, name, date of birth, and gender are included in
information provided to UCAS in order for you to use that service. In addition, post code, date of
birth, gender, ability status, and ethnicity are used to provided aggregated (non-identifying) data to
the regulator, the Quality Assurance Agency for Higher Education (QAA).

The email address is used to allow you to access our e-certification service only.

Data will be retained indefinitely to allow us to carry out our legitimate obligations as an awarding
body, such as the verification of achievements.

http://www.agored.cymru/Learners/Privacy-Statement
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https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
http://www.qualificationswales.org/
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
http://www.qualificationswales.org/
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
https://www.gov.uk/government/publications/learning-records-service-the-plr-for-learners-and-parents
http://gov.wales/
https://www.gov.uk/government/organisations/department-for-education
http://www.qualificationswales.org/
http://www.qualificationswales.org/
https://www.accesstohe.ac.uk/Access/About/Pages/Default.aspx
https://www.ucas.com/
http://www.qaa.ac.uk/
https://veri.agored.cymru/faq
http://www.agored.cymru/Learners/Privacy-Statement
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